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(j)oosoloc^co©c6sacco©oosooos Cable ^ c so co coco coos [ 

6coo Resource gjo?oqo? G|60co?© (Share) Ic[^c?oc[^©cogSii 
jii co©cocos^co?co^gj|[coogjo?coc Word Processing, Spreadsheets, Graphics 
sc oo[^os 6 C 0 o oococsooojoooocuooyjosoo cocooo6soocgcolc6coocc>g5? Data 
gjo? oo]c[fcj|©o g|6O0O2©Icg G§ponoo^cooo(Network) Gj CO SO 00 COO? [^C? GC^olcO 
Hard Copy oo[y© Print Out cocoas co?©[^c?i cop$?[yco[^c?Gjo? 6soocgcos|GgS 
(y©cog5n 9Q6000CSS0SG0 Floppy Disks gjo?coc Gao|[oo?co[y? 6soocgco[^c? 
(y©cog$n coc?coo8 o 6soocgco6^>[sjc?OQO? Stand-alone envioronment cogcoco 
Sneaker Network co 6 oToo^ii 

y \\ oo^oj|[coogjosi osjccoo gjo? sjcosocojiy? Data gjo?oqo? g|60co?© (Share) 
6soocgco[^c?co co^coco(Network)co6s>r(y? co^oj|[coogjo?c^i 9QS|C?9o(fcj©Gjo? 
g| 60 oos©Ics|| o| co so co 6 S|? © co co? ^ so oo ^oo oo oo^o co (Networking) co 

op o n c 

ggI soolcogon 

c^ii cogcoco sjcosococo?©co(yc Share Data Resources gjo?oqo?g|6oIc[^c? 
coogcoco Online Communications (sending messages back and forth, or e-mail ) 
oo[^©6soocgcoIccog5ii G|60co?©Ic6coo oos|S?oo[^©Gjo?coc Data, Applications 
sc Peripherals Gjo?o1occopSii Peripherals go S|8oOT[o©^?Gjo?[y©[y? External disk 
drive, Printers, Mouse, Modem &c Joystick ©cog$Gjo?o1occojo5n 


The Types of Networks 
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(oo) Peer - to - Peer Network 
( 9) Server - based Network 



Peer- to- peer Network 



gooo- Microsoft window workgroup 

Server-based Network 



gooo- Microsoft Windows 2000 Advance Server & 
Windows 2000 Proof Clients 


(511 Peer-to-Peer Network go co©^>g5sooos[^c Workgroup(a small group of 
people)co6G>T(gs cosoco oo gs (co^>oj|[coo oo cus)gooococoo cosccoccoggii 
Peer-to-Peer Network coc oo^oj|[coococscogS Server &c Client oo^© 
6soocgcoo1cogSiio8jGcooa3gSsServer9o[^©GS|ocogSIccocos©cococsoo co^coco 
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gii Server - based Network coc Server cogg Dedicated Server [u)©ooggii ©g 

Cs c . r. ocoo oc c ocro c c c /_■ \ c c 

g^gg&c cog[«ocsooco co|>SGjpcoos&c[gs oo^oooooogoooo©os(SizeJ&c SOCO 

C Cl -- C f-r cc \ o CCOC C CP C P3 CCOC 

C0C0GO3GS6[cg0CS(TrafflCjC0 9Q0S COOC^SCOOOOGJCOOOGOl GCOgglg? GSOOCgCO&C 
cogSn oooc|sGsoocgcocoGoos| Server GjoscogS Specialized Servers ooG^fajc 


File Server, Printer Server, Web Server, Mail Server, Communication Server 

GJOSOO^© CO g$ 6 GOO CO 6CO §|^COg5 II 

©ii Peer-to-Peer Network sc Server-based Network cogS co^osgcoo 
©G?G 900CS|gSGJ0Ss|gS 00^>C0C0GJ0SC0gS 69Q0006©o[go1 GJ0s(g0S6C00 9QGJ00 
00CUC0GJ0S6oT COggGCOgg - 

(co) Size of the Organization 
( 9) Level of security required 






(o) Type of business 

(co) Level of administrative support available 

( c) Amount of network traffic 

( ©) Needs of the network users 

(so) Network budget 

Network Design 

0ii co^coooojoss|cosocospcoc Physical Design gjosoqos Topology cogsT^s 

GQG^SOQOsfyC GOQOOOo1^>^s(^))^^s(^C GSOOCgOOCO^- 

(oo) Bus Topology 
(s) Star Topology 
(o) Ring Topology 



Ring Topology 





ooii co^cocogqos co©6[cpccojcSscpcoo Cable goTcoc oqocooqocsgjosoqcoco 
OC6SpCQG|COSOOOCOOSo1oO BUS ©^>©[(jj©[ySI 0QGC0C0©6^>SpG ©S o GCOCO Hub/ 
Switch cooggg^^ gqocogqocsgjosgqoSco o[^o^cosoeocoos[s]cscogS Star ©^>© 
G|CDGOCo[^Cs[y©CO^II GQOCSOCOCpo|^GCOO Cable COC CO^OJ|[COOGJOS co^coco 
ojcosocoolco Ring ©^©(^©cogoii co^cocog|cosocog Topology oqgoT ocopSsj) 

GQOS^pSsOJCo/oQOSCOOGJCOGJOS GpCOOCOjCOS COC06CO o CO^COCOGjCOSOCOSpCOC 
906^0©^© (^)g|SC 00G00C0 S|COGCOS6SpGSO 6^6CO§[COjoSll 


Star Bus Network 
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Star Ring Network 



Network Cabling - (The physical media) 

ooii co^coco sj co so co sp coc oq©cooqos(^c Cable ooo© (^©spogS- 
(oo) Coaxial 
(s>) Twisted-pair 
(o) Fiber-optic 



Coaxial Cable 


ojii Coaxial Cable GjoscojoS Twisted-pair sc Fiber-optic cable ypscooo 
Interference sc Attenuation ©GjoscopSii ooyjpoQ©osoQos^c j cocsc8 o go- 

(oo) Thin (Thinnet)(10Base2)(RG-58) 

(s) Thick (Thicknet)(10Base5)(RG-8) 

o^)ii Thinnet cojoo Cable S Copper oqgjcsgo .25 inch sj[y; o©*) gcoo(Go2-6o) 
GQcoooQGOsc8cos©Ic[ys BNC connectors (Bayonet Nut Connector / British Navel 
Connector)cos©spDjoSn Thicknet S oqgjcsgo .5 inch 2 00 §coo(oG20-6o)c8 

. s O C C 

COS©&CCOgOII 

Twisted-pair Cable 

0(^11 OQG|SOQ©OSOQOs[yC J ©J|S§[(§S COCSCO o GO- 

( 00 ) Unshielded Twisted - pair (UTP)(10BaseT) 

( g ) Shielded Twisted - pair (STP) 

o^ii UTP GjoscojoS EIA/TIA 568(Electronic Industries Association and the 
Telecommunication Industries Association) <^l ©[cj[coos6coo olcoo [^©cogSii UTP 
oqos cosgco&c cosog^cooc^sgjosoqooco Catagories (3) G | sc ococoocog5- 

( 00 ) Category-1 ( cocooSg|sgcocooSoSoq^© cos^s Voice coo 
oqcos^Ic^ Data oqcosg^IcoI)ii(RJ-II) 

(o) Category-2 ( 4 Mbps coslcsj) 4 Twisted-pairs ^©co£$)n 
(o) Category-3 ( 10 Mbps coslcsj) 4 Twisted-pairs with three twists per 
foot (y©cogS)n 

(co) Category-4 ( 16 Mbps coslcsj) 4 Twisted-pairs ^©o1co£$)n 
(c) Category-5 ( Up to 100 Mbps coslcej) 4 Twisted-pairs of copper wire 
(y©cog$)n (RJ-45)(Registered Jack), Cat 5 E, etc... 

(©) Category-6 (lOOO Mbps coslcsj) 4 Twisted-pairs of copper wire 

(y©COgS) (ogg© Sf© §C*CCOOCOG©COCCOS©Go1cOjoS)ll 
cog^oqg|^oqg1coc Network gjcosocogoqos Cat 5 E sc Cat 6 Cabel gjoscoo 
9QC0s[cj[(a^C0g$ll 



Fiber Optic Cable 
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go sjco go coco©jo;co coo$6©ooccog5ii gocos^Icco^ Bandwidth eojcog^ 
©©SG©osooisocs©£p5solsecoocop5s coIcocoop;coc Fiber Cable ops Installation 

O jlT L_L L_L o T O 0 

gppospcoc (ogjssocogcsi co©cocos©s|cojo5o©jo5s©jos Gosoege Equipment ©jos 
gos^coGoogcsi Fiber ^gSsogoo cojoscojcojobosjcojos ooGoogcscocogS 
Disadvantage ocgocogSii ©SecoocogSs Network Backbone G©©^>gc Fiber Optic 
Cabel cocoo cos©cocolcopSii 
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Ethernet 

C O o |*~q o o o 

0211 Ethernet cogo LAN Impletation coc Gocosojosgs coccojco 6 coo ^>gosogoo 
gocogSu Ethernet <^l standard ©josoo- 

(eo) Ethetnet and IEEE 802.3 ii Coaxial Cable ©joseoTcoc Gog^&^s 
10Mbps §8 go ©jco go coco©jo;co ooosIccogSii 
(©) 100-Mbps Ethernet n Twisted-pair cable ©josgoTcoc G©g^&|is 
100Mbps g 8 go ©jco go coco©joscoo©«;legs Fast Ethernet oog© 
cocjcgcogon 

(o) 1000-Mbps Ethernet n Fiber &c Twisted-pair cable ©joseoTcoc 

Gog^&^s 1000Mbps gc go ©jco go coco©josco 8©©slcgs Gigabit 
Ethernet Gog© oosJcgcogSn 


Ethernet Icsoopecoos 

JL JL 


Characteristic 

10Base5 

10Base2 

lOBaseT 

lOBaseFL 

100BaseT 

Speed(Mbps) 

10 

10 

10 

10 

100 

Max Segment 
length (m) 

500 

185 

100 

2000 

100 

Media 

50-Ohn Coax 

(thick) 

50-Ohn Coax 

(thin) 

UTP Cable 

Fiber-Optic 

UTP Cable 

Topology 

Bus 

Bus 

Star 

Point-to-Point 

Bus 













Commom Ethernet Cable Types 


EThernet 

Name 

Cable 

Type 

Max; 

Speed 

(Mbps) 

Max; 

Transmission 

Distance(Segment/m) 

Note 

10Base5 

Coax 

10 

500 

Uses vampire taps to connet 

devices to cable 

10Base2 

Coax 

10 

185 

Also called Thinnet, a very 
popular implementation of 

Ethetnet over coax 

lOBaseT 

UTP 

10 

100 


100BaseT 

UTP 

100 

100 


lOOBaseVG 

UTP 

213(Cat 5) 
100(Cat 3) 



100BaseT4 

UTP 

100 

100 

Required 4 pairs of Cat 3,4,or 

5 UTP cable 

100BaseTX 

UTP 

STP 

100 

100 

2 pairs of Cat 5 UTP or STP 

lOBaseF 

Fiber 

10 

Varies(ranges from 500 
to 2000m) 

Ethernet over fiber-optic 
implementation 

100BaseFX 

Fiber 

100 

2000 

100Mbps Ethernet over fiber¬ 
optic implementation 


Ethernet Cable Descriptions 

off)ii Ethernet cable ooyjpoooosyjosooosococpo^ooos^c N<signal>x [o}c 6 a>o[c)((xj 
coogSn N cojoo ocioo^;^c 6 s|scoos(ys 8 o cocolcy&^s(transmission speed) Megabits 
per second ooco^ssooocsi <signal> co^S signaling type [oj© 6 coo baseband 
ooococo broadband cocog$s 6 coocsi X c© 0 $ ethernet cable ooojpoooosoo 
co 0 $s 6 coocs oooSoos^eoio^co^ii goooooosj^c lOBaseT cocos&^sspg 10 
cojD$ 10Mbps (§©(ys Base co 0 $ Baseband 1 T cojoo twisted pair S 10Mbps 
coccosgecoo Category 3,4,5 UTP co 6 ©o(y[gc;^©co^ii 

Type of Network Connectivity Devices 

O0ii Network ©|cosocolcs|^ (ap;oo©joS;( Media) sc aooocooSo[( Connections) 
ypscojoS ooocpo^yjp©^; cocscoqo- 


















Network Interface Card (NIC) n Expansion card (cjjosj) Computer 
coc PCI ( Peripheral component interconnection) slot g coosoc[ys 
Computer ooos Network scsjcosocospogoii oqgj[ o 6coo motherboard 
gjoscoc built in o1<| cogSoo[yc oos| o gcoo Notebook gjoscoc printer 
port (co) PC card slot coc NIC adapter gjosoqos gjcosoco 
oocgs[g[S|Co^ii 

Router n Gcog§6coo NetworkGjos Gjcosocooojc physical media 
oo(g© cgsocogoii Network oqocooqocsg Internet og o Gjcosocospg 
cgs©s|cogoii RIP(Routing Interface Protocol)©© cgs©cj) Network level 
coc oocoocoocopoii 

Gateway 11 Gcog§6coo Network gjos gjooaoooepcoc Gateway 
oo[g© Hardware sc Software ojosoocosoepogSii Gateway eg Device 
oo(g© cusoco[yos[gosgos6coo LAN sc Mainframe ojcosocospcoc 
coscogoii LAN cogo Distributed Processing, Baseband Communication 
sc ASCII Character Set cocoslqs Mainframe copS Centralized 
Processing, Broadband &c Baseband Communications sc EBCDIC 
Character Set cocos© cogoii LAN Protocol oo[g© Gateway Software 
cgcgs©[ys Mainframe sc oocc>oscoapogcg6©S|g 6[yocsoo[ypoo6os 
cogoii Gateway Device cogo oocuggp6cos6coo Network devices 
Gjos[cj© cogoii 90 CO CO 6 (opC SO 6 COO 6[yocsoo(ypoo6os[gcsGjosog OSI 
model <^l layers Gjosgog [y[<pos|gcs6(^oc(g©cog5ii Gateway 
op?coc BGPfBorder Gateway Protocol) cocos©© os Router coco oc 

>Jo v ' / LLOlLJ o L o 

(gpoocogoii Router/Gateway coc interface ooggossos (j)s ol^Ggo 

rc c 
(C)©COgOII 

Hubs/Switch 11 Physical layer Device (Concentrator) (g©(ys Gjos[yos 
©ogcoo Network Devices sjcosocospcoc oc8oosjoooQsjo6gspg 
gjcosocos|^> cosgcogoii Network Design &\ Star Topology coc 




cos©6<X)i|COgSii 4 ports, 8 ports, 16 ports, 24 ports ©cogS[^c 
CO 006 GOO CO COOS [jS port CO©SG GOSJCOGOCOCOGJOSOO COCOONS OOj^> 
ports gjosgs|cosooocoos6coo Network Devices gjosoo o gosjcogococo 
gjosgoos coosoc6oso o co05ii Switch cojoS Point to Point 
6 soocgoo6os&cgcs6[cjoc Sjjco g cos ggS|G cojc[^|>g^co[c^c Switch 
cocao cos © co col co pS ii 

Bridge n cocogcoo Protocol cosocooscoco &©s co gcoco 
sSgcocoogcoo Network gjosgoos Dedicated Line (jc End to End 

o c c pc pc c 
GJ CO SO CO COOS 0 CS © CO 00II 


c o 


Access Points 

joii Access Point g 8 co 0 $go Transceiver oc^ocopon go sj coco coco gjosgoos 

c cpc c c pc c cocr© 

cooococacs&c OGSCO scsgoos gsoocqco&cos 

l -o ° I—I J ° ilLJ Ol l I_I 

COCOCSGOSICOGOaOCOGIOS GOSO /oGSCofsCSGOOS 
y y L°/ ilLJ 

CO^COCOGJOSGOCOCS 6GOOCgCoIcCO0$ll 


OCOO^>SCOJCS| CO^>OJ|[COOGJOS&C 


GCOSCOCOI 
• o T 


GCOCO CO oS 


Transmission Technique 

joii Wireless LANs gjoscoc oosjcooococoGjosooos6ooooo6a>o(jo]^05s©^© 

(^J^>0OS0C COCOCOCCO0O - 

(co) Infrared 
( g ) Laser 

(o) Narrow-band(Signal frequency) Radio 
(co) Spread-spectrum Radio 

Wi-Fi(Wireless Fidelity) ococ^pSsojCoo 

JJII Wi-Fi SOCO0OGOGOCOOOCO6S|O^©§COO|O©©SOCS|O^0SsOjGOOGJOS©OCO GO CO CO 

©sips co cog co 60s 6 coo &cccocoogoo o go©0os[«)©co0o Institute of Electrical and 
Electronic Engineers (IEEE) g [c0[sgco^cogogjosgocogo co co gco coos g coo IEEE 



o O C C C CO CCCCOC 

802.11 b ©cocis^iocgocojooii IEEE 802.11 b cop© cococsgqsjcogqcuco oooco 
11 Mbps g8 ooc;&|; 2.4 GHz (ISM band ) gqcocs sococooSIccopSn cocog 
co;©6^>6coo DSL Broadband coooo^cg^GgcogSii 

jyin IEEE 802.11 standard coc b, a, g sc i c8 o go1cog$ii IEEE 802.11 a copS 
cococsoqgjcooqcoco ococos^; 54Mbps gc coc;&^; 5 GHz ( SHF band ) oqcocs 

c c c c . go o.oc o c ooi—' c cr c r© c 

SOCOCOCOCO0OllgOCOG]O;i O3C0OgOGp;6O;Og0C0C OG[cgpjCUCgCOCOOSgS 30gC0 

3 Q©o;[cg;Go; 6 coo File GJOSCO cojcg|©o 6o;o o Iccop5n 

jcpn IEEE 802.11 g copS cococ; 303 ]co 3 ococo ococo&^s 54Mbps gc oScs&^s 
2.4 GHz ( ISM band ) oococisocococoolcogSn IEEE 802.11 b coco coc;s^;coo 

cnc c c c. 00 o.oc o cooi—■ c c p c r© 

COJCOg^COgOOOCOCO S|OCOGJOSI03COOS|OGJOS60SOSpCOC OG[cg0OCOCgCOCOOSgS 

30QC03Q©osfoq?GosGcoo File Giosi Web site giosco cooocjo 3qcoc;sococooS 

oL lU 0 0 l o o 

COCO C C C© f© o fo C O O 

ococo&colcopon IEEE 802.11 i cogo IEEE 802.11 g sccogog; cug[G©^>© og> 
6 C 00 C;Q^> 6 ©g| 6SOOCgCOCOO;olcOg5ll 3Qgo;©^>©Gp;COC 30C0;g[ 6 coo WEP 
( Wired Equivalent Privacy ) <^l a 5 g[G 3 Qo;^£$; 3 jooGjo;co g^gcg; [ap;gco 
Goococogciog^IcGcoo 3 Qsocgcoco©o - AES ( Advanced Encryption Standard) 
co©^>£$; 3 Qo;gc WAP2 (Wi-Fi Protected Access-2) co 0 $ 6 sooeocoo;gc; gocogoii 


OSI Model i 802 Networking Model 


j^n A Layered Architecture n Open Systems Interconnection(OSI) Networking 
Model coc cococ;303jco3QcucoGjo;socococogococ 3©coo(Layer)-2 coogc 
3 go;coo;o1copSnLayer co©3gc;3QoSco3og^30oo^co^GG^g;GCOGCoo co^coco 
30coc; socococosjjcosocolcgl ©coo©j^;cogcooGp;( Equipments)! coo^joo; 
co£o/coSc^co£OGp;(Protocols) ©S;630o8g^Gjo;GoT GCOpScopSl! 



Application-level network 
Services user 

Transport Services 


Network Services 


IEEE 802 Categories 

802.1 LAN / MAN Management (and Media Access Control Bridges) 
(Internetworking) 

802.2 Logical Link Control 

802.3 Carrier-Sense Multiple Access with Collision Detection (CSMA/CD) 
(Ethetnet)(Bus Topology) 

802.4 Token Bus LAN 

802.5 Token Ring LAN 

802.6 Metropolitan Area Network (Distributed Queue Dual Bus) 

802.7 Broadband Local Area Networks 

802.8 Fiber Optic LANs and MANs 

802.9 Integrated Services ( Voice/Data ) LAN Interface 

802.10 Network Security 

802.11 Wireless LAN 

802.12 Demand Priority Access Method 






TCP/IP Fundamentals 


j(sii Network Gjossjcosocospcoc protocols i ports sc sockets gjosoqos cos^coos 
S|G gS^©co^n oooscuscogS physically gcococo logically (y©cojo5ii 

Protocols 

J2« Protocol soco go language co©Gj|s(cj)©(ys ooG|[SG|[sco^os[go;^osG^co^ file 
system gjosi OS GQGjpGjp oocosjtjpojoS Communication Device gjos oogjcsgjcs 
G jcosoco^oscujoS 90cos(cj[IccojoS application programmer gjo; 6sp coos coos g coo 
language [^©cogSii cog (ape network device gjosoqcos^gcoo language co 
GOCOGJpGfyoIcCO^II Protocol COjoS S]OCOGCOO ggsoocco^ rule GJOSI 
Specification gjos Communication field oooooo ooG|pG|poo^os[gos^os6^co^ 

protocol gqg|soq©os gcooci gcoocsgco epogSn Protocol gjosoq^co Computer 
Internet Communication Field coc oqcosgjosgcoo Protocol gqs| o &c oocosft^cojoS 
oocpoooooo G GOO CO COC GOCOSJp 60 >o(y COOSCOjcS- 

• TCP/IP (Transport Control Protocol/Internet Protocol) 

• UDP (User Datagram Protocol) 

• SMTP (Simple Mail Transport Protocol) 

• POP (Post Office Protocol) 

• ICMP (Internet Control Message Protocol) 

• HTTP (Hyper Text Transport Protocol) 

• IPX (Internet Packet Exchange) 

• SLIP (Serial Line Interface Protocol) 

• PPP (Point to Point Protocol) 

• NETBIOS (Network Basic Input/Output System) 

• NetBEUI (NETBIOS Extended User Interface) 

• ARP (Address Resolution Protocol) 

• BGP (Border Gateway Protocol) 

• Telnet (Terminal Networking Protocol) 

• FTP (File Transfer Protocol) 




• NNTP (Network News Transport Protocol) 

• AppleTalk (Protocol Suite for Apple Macintosh) 

• RS232 

TCP/IP 

j<d ii Protocol gjosoq^co TCP/IP (Transport Control Protocol/ Internet Protocol) 
cojoS Internet ( 03 ; coSocusco 6 Gocs&cc 8 ^SGjp 6 ^>coos 6 coo protocol [y©cop5ii 
Network ojcosocospcoccosgGcoo protocol cogjs(«)©cogoii 

SMTP 

j 0 ii Simple Mail Transport Protocol (SMTP) © 03 $ Mail Gjosococospcoc 
0QC0sjcj|6coo protocol |^©CO 0 $II 

POP 

^011 Post Office Protocol cojoS Mail gjos receive cuospcoc oocosfypogSn 

ICMP 

^011 Network Connection §|/g^ ©Gscoospcoc ICMP(Internet Control Message 
Protocol) go oocos^cogSn Ping command oocos^^csGjpcocs coscopS protocol 
[^©copSii Ping coocopS soco^Sgo gg request cuo 6 coo IP g reply ^g^cs 

crc c 
OC[O)©CO 0 OII 

HTTP 

^)jn World Wide WEB (www) oococo WEB browser gjoscoc oocos^gcoo Hyper 
Text Transport Protocol (HTTP) (^©copSii cogc Novell cooSgcoo OS gjoscoc HTTP 
oo©os IPX(Internet Packet Exchange Protocol) 08 oocos^GjcgcojoSii 

SLIP/PPP 

^11 Serial Line Interface protocol (SLIP) co^S Modem [yc serial phone line gjosco 
oocos^sj) Internet gjcogoco oocos^spcoc Modem 00 oocos^gcoo protocol 
[^©cogSii SLIP cojoS Graphical interface Gspo 300000006 (ope g^ocoocscoc SLIP 
oooos Graphical interface SLIP function oocos^Icgcoo PPP(point to Point 
Protocol) co oocos^pooja^copoii 



NETBIOS 

^)pn (Network Basic Input/Output System) NETBIOS co^o work group gjosoqcocs 
oocosfcjpcoo protocol (y©(tp Net BEUI cop$ NETBIOS co extension ooocoosgcoo 
protocol (y©cog$n 

ARP 

Network Interface Card (NIC) opsol physical Address (MAC address) ops 
Logical Address ypsoo Bind cuogosgcoo protocol co ARP (ADDRESS Resolution 
Protocol) coggTco^ii 

BGP & RIP 

pSn BGP &c RIP GjoscogS Router gjosc^i cugsg^ocsco cocoGCOGOsspcoc 
oocosfypcoo protocol [aj©cog$n 

Telnet 

VNC 000 S 6 C 00 remote communication software gjoscoc Telnet (Terminal 
networking protocol) oooooosfypojooii 

FTP 

^)©ii FTP(File Transfer Protocol) oopo file gjosco transfer (yppospcoc 
independence oo^csos protocol [«)©cog$ii 

RS232 

p>0ii coml, com2 00006000 communication port gjosgo oooosfypooo protocol 
ops[^©(a^cogSii Hardware flow co c8ysGjp60oo protocol oo©|poo©oscoc 

n c c 

oloccogon 

<pon TCP/IP, SMTP, HTTP © 6 C 00 protocol opscojoS Transport coc8^SGjp6COO 
protocol ooG|p©osc6coc clocks PPP gjosco serial line opsc^l flow gjoscoc 
oocosfyJcpcojoSii E-Mail opsco^S SMTP, POP, IMAP ooospcoo protocol gjosco 
oocos(y^(ys G^ocopcscoc HTTP cool support cpo6oscoolccog$ii 
cogoqgj^coc NEWS Gjosoococool S|^gco^ NNTP(Network NEWS Transport 
Protocol) co support cpo6o;coolccop5ii Internet Explorer 0008 WEB browser 
opscojoS HTTP,NNTP, FTP ©cogococo support <x>o6os&ccog5oQ(cjC local files 



gjosoooI support opo 60 sIccogSn cog6gcocoocococ WEB browser Gjoscogo 

protocol 6 coo 6 coo gjos gjosco support cpo6os|ccoo[y [^©copSii 

poll Internet cooocpsco protocol gjos[^c ooospscoooocGocojoS cogcooco 

oops^oococo protocol Gjosscocococosj) port GjosooG(opcscpcojoSs OOO^COOSG 

[y© 60 QpSll 


Ports 

pjii Port sospcoc CjCscpoopSopccocoej) gs|Gcoo logical Gjos[ci)©(cg(cjs 
Communication endpoint (yocogou port number Gjoscopo 16-bit opoppoococo port 
ooGpoococo 2 16 (0 to 65536) opogoii prot number 0 to 1024 co well known port 
Gjosoo(y© IANA (Internet Assigned Numbers Authority) g cocoGC 06 oscooscopSii 
gOGOOQOS^C OQCOSGJOS6C0O Well known port OQGj^Cp 6oo[ycooscog5ii 


Service 

Port Number 

FTP 

21 

Telnet 

23 

SMTP 

25 

DNS 

53 

WWW 

80 

POP3 

110 

Proxy 

8080 

IRC 

6667 

IMAP 

143 


CO COG CO 60? COOS 

J 


ppii oo6[^oo6^oo6[^ocsoosp co©©co©G6(opc Standard 
6coo port number gjosco oocosg^co GGSOcocosp port number g service 
6osopco]coopcojo5ii Gjo?6cooooos^c port number 1025 g 65536 ooc8o5 client 
gjosco randomize oocps[cj[(o^cojo5ii Port gjossc protocol gjosoog^ocs oo^scpjc 
CjCSc8<^l6o1cS©p5s 6S00CgC0Sj) Internet OOOS GpSoOGgOG 90S0C6(cj6GJ06G o 


c c co c c i—• co c coococ c 

69Q0C COgOOCOOSSOCS 600000 0Q6[opCS00 SO00CO00CO00$ C00006000C' 




> K" 



Socket 


c^ii Communication Devices &©s> sjcosocoQCOcs socket [y©cojTOii device 
cocsco destination (^©cojc coj^ device cocsco source (y©cojo5ii destination 
S IP + Port &<5 Device S IP + Port &©s>6o]csco]c socket cocs^ocojoSii 


Destination or Client 

Source or Server 

IP : 192.169.1.100 

IP : 192.168.1.1 

Port : 6571 

Port : 21 


Destination or Client 

Source or Server 

IP : 192.169.1.100 

IP : 192.168.1.1 

Port : 6571 

Port : 23 


Destination or Client 

Source or Serv 

IP : 192.169.1.100 

IP 

: 192.168.1.2 

Port : 6571 

Port 

: 23 


Destination or Client 

Source or Server 

IP : 192.169.1.100 

IP : 192.168.1.20 

Port : 80 

Port : 23 


con oq coco go>o fool socket gioscooS IP coi port ocoi Port coi IP oco gcoo 
connection opsejopc network cojoS o^o^co^co^ oqcoocoo6sooc6^cs 
[y©cog$ii computer coccoscoc s|cosooocoo6sooc6^>6coo port gjosco o8(| 
coolco netstat sogcoo command «|p§c [^^s^Icco^ii co6(opc server 
cocscoococococs service 6osojo5 port co oocoscoco(y[S|G^ [^©cojoSii 
(7S11 6oo^o1 protocol, Port &c Socket gjosoqcoocooo oog^ocsco 
oo^Gsojgs^osco^ oocjysolco TCP/IP oog^ocs&c Subnetting oog^ocscoco 

SO TO CO CO 6 CO COO J^SjG go 11 





TCP/IP (Transport Control Protocol/ Internet Protocol) 


0090 


protocol 


OQGJ[SOQ0COOQO<D«JOSCOQCO©s[y©[yS 


crc o 


Internet 

Intranet 


92H TCP/IP 

00O;O0OO COC 00 CO 0 00 6 S|° [00; 6 COO OOGJCOCO©GJGO[«)©OlCOjOO 

gjo;co 90600000 ooco^^cuoScogoGsoocgcoIcsj) Internet <^l 006(930000(9© 
(9 ©o]co0$ii Internet 38 o oc6spcosocococooooo]cc\o0S;6oooc;i Intranet 0090 
GGOocospcoccu^sGcoocsi gsgoGGc^l server co o gcoco workstation ooo; TCP/IP 
setup coospojooii Intranet oooloooc Internet oooooaoolcs^ oogoooosjoooosjo 


c oo c c 
COOCSOSCCOCOII 

L L L l_. 


9 


©II 3029 Sf ©COCOCOCOOSoft^COcftjS* 


O0©2 3&©c8 ©cocogco6coooosoc 


B c.roo cro cpc . p o c p c o c c 

C G o gpCOSCOCO[9SCOjCO|90 o ©O OQCOS|9[&CgCSGS|GCOSGCOOCU0JS 


COCS&OGOOC 

J J 


ARPAnet ggooococogooo;c\o;oo TCP/IP OQOscospsoccosg^cs^c Internet <^l 
G^G^s^cGolco^ii TCP/IP 0090 o0oo6S|;0coocococ ©cocdjis^G Internet sc 
Intranet gio;coc c6;©G[ra;coo;3fi)c;fG©o1cop$ii gio;©06coo hardware &c 

0 o l ojlLU o °u D 0 o j ° 

software platforms gjoscoc TCP/IP 0090 cucocuo©ocos©Ic^? o©6&oooooaoco 

^©GGJOS OOC;6©CO0OII 


Ethernet (Media Access Control) Address 

20ii Ethernet network card gjo;co0o oocooc hardware address 9(9; media access 

©009(0901009011 ©cos|Gcococuo©g co0ococ;6o; 
0000(9; 48bits 000; Hexadecimal (9Cg o ©0S;coo;o1co0oii coc; address <^l gcog 
000c; 2 oc; 00 OUI(Organizationally Unique Identifier) cogsT^; IEEE gggo 
cocogco6g;o1cocoii coisoooc; p oc;co cococogcog card co©33ic;ooooco 
co cog cool co go 11 (ycsoc gs|CO hard coded 00(9© NIC goTcocoo 

cpc c 

c;(9©co0oii 

9000 - 1F:10:FF:FF:AE:95 


coosoccoo; 



IP Address 


c o 


o c 


n o c 


sjoii co©oo©s|os|©^ computer ©josoosjcssjcs «^>co|>©o ©jcosooooocos(c)[&cs||> 
oococo IP address management (y[coocojo5ii IP address ©joscogo 32-bit ©Jys 
8 -bit (o')© ooos dot foc©cooscopooococo dotted decimal oS ©coco quad decimal 
coe^©1copoiico©©1co©sicoc 8-bits ooocs o ©ooos individual byte oo ©coco 
octet coco^SsesTJajIys oocos^Icecooco^cosooos^c 1 © 254 ooc8 ©^cogoii 0 
&c 255 ©o o©S|Gq[^©coos^s 0 ©o network address (§©(ys 255 ©o broadcast 
address (^©co^Sii 


2 32 = 4.5 billion ejcjs minimun range 0 . 0 . 0 . 0 © maximum range 255 . 255 . 255 
. 255 oocSIjcojoSii Internet eoTcoc o©^ IP address ©josco InterNIC(Internet 
Network Information Center) © ©eococoocoeosolcojoon co©j5s©jcscooos|Co 
©jcosocoolco InterNIC ©S|cos|©£$ oo o ©coco ©«<^l ISP(Internet Service Provider) 
© cog^ocoo fully qualified address o©oss|cos|©j 0 on co^ecoo Intranet coosooos 
cojoossoococoosgs gcoecoocogoecoo Internet &c ©|cosocos|^©cogooo1co 

O c o o o o c 

InterNIC coc ©coococs^>©coo©oeon 


Classifications 


*joii ©jos ^os co 6 coo IP address ©josooos Internet &c©|cosogoc6s©o1go 
© oscocs© oe|e©es|so©cooo class ©jos&c ©goscoosgcsco oo^s^oooooolcojooii IP 
address ©jos^l ocoogssosooco (first octet) co (a^joogs eooooooloococs ©gos 
cooscojoou 


TCP/IP classes 


Range of IP Address 

Class of IP Address 

0 to 127 

A 

128 to 191 

B 

192 to 223 

C 

224 to 239 

D 

240 to 255 

E 










gjn [g^yolccoocoeo assign coocoo;cojoS IP cojoS 203 (c^©co(yc Class (C) 

GOO; GO COS (g[COO; [g C%(oj © CO jO$ II 


Private Network Address 


Class of IP 

Address 

IP Address 


A 

10.0.0.0 


B 

172.16.0.0 


C 

192.168.0.0 


Local Loopback 

127.0.0.1 

Local Host 


gococo©coo;o1 IP Address «jo;cojoS Internet coc route ©c©oolnl27.0.0.1 
cojoScojoS; Internet 6©Tcoc routing coo©go;o1ii oocoo$6(apc soecoo coc; IP 
co^S local loop back oococo coco©cocoo;(gc;6(apc [ajccogSii ©©©cog o 
network function i network interface card (NIC) 6cooc;/©6cooc; ©©6©o;6coo 
address (ajocogSii 6^ocooc;coc 127.X.X.1 cojco local loop back ©©icoolcgl 
oococo oo;co^ o IP oo[<^©coco©cocoo;cojo 5 ii 

2911 Class A co^ooco^^;«o;ccoo Network ©jo; oococo cooooco;(g[cojO$ 11 
Octets ©jo;cojo 5 Network &c host/node © [go; I c cojoo 11 Class A coc IP Address S 
First octet cogS Network (oj©(g; eoj^ octets 9 ©cog$ hosts (gocogSii co o 6[apc 
Networks 126 ©g[cj; Network co©©co|c hosts 6olc; 16,581,375 ©co;©&c©lcoj00ii 
jO©yoooo;[gc Class A Networks ©jo;coc General Elctric 1 IBM 1 Hewlett Packard 1 
Apple 1 DEC 1 Xerox 1 Columbia University &c MIT ©cojooco olocfa^cogSn 

S coc oc co \ c c c c. \ocrc o q 

©&C6SJ gcojooyo coc;co o ©cosj) ooj^co©jo;oc6goooco;©&c(gc;©golii 
ggn Class B cojoo go geo go ©o; go co co go co co soecoo Network ©jo;oocooo 
ooco;(g[ cogoii Class B coc IP Address <^l oco© octet j ©cojoo Network (g©(g; 
coj^ octets j ©cojoo hosts (gocojoon co o 6(apc Networks 16002 ©g(g; Network 










cooacoic hosts sole; 65025 acos©Iccop$n Class B Networks opscoc Microsoft 

L .aJ l l o l I__ ij o 

c oqcccoxc c c c . \ocrc o n 

&c Exxon co oloccocoiicocsco ocosfi coiscoopsocespco coso&c acs oqoln 
3(511 Class C cojoo 6 cos c cos coo Network Gjoscogossooeospcoccoscojoon Class 
C coc IP Address S ocos octets ^ acojoo Network [ajojys coj^ octet o acojoo 
hosts (^©co^Su 006(0309 Networks soles 1,999,996 aejys Network co©aco|c 
hosts ooopssos 254 acoscIcolcopSii Class C Networks coc ocsqococos© 

o c c 
SCCOjDOII 

22 11 Class D co£$ special multicasting address (§©(ys networks oo(<jj© oocosojc^ 
Icson ^©Icsaj address 00 268 million [^©cogoii 

2 ©n Class E cojoo experiments ojosoococooos|Oo[^©coos^co^ii coco sjoo cos (y[ 
6 ^>co IP address GjoscojoS IP version 4 (ajocojoSii oo^oolcococ IP version ( 6 ) 
cocos©&cs|!> [cgpoGscojcocpIcojOoii IP version ( 6 ) cojoo 2 (ajocojoooocooo 
cooo [abseil o ©cos^socoo oooojcococ IP address (1) billion aj6os&CGjDO 

pc c 

|<j)©cojDoii 


InterNIC ocooSooSaico 

J J g 


Class 

Bit Allocation 

A 

0 

Network 

Host 

7 bits 24 bits 

B 

1 

0 

Network 

Host 

14 bits 16 bits 

C 

1 

1 

0 

Network Host 

21 bits 8 bits 

D 

1 

1 

1 

0 

Multicasting Address 

28 bits 

E 

1 

1 

1 

1 

Experimental 

28 bits 

Loopback 

0 

1 

1 

1 

1 1 1 

1 Unused 














































Subnetting 


20ii Network ooosoococs 6co;co$6coooo©oo© o ©josoo[(jj© Network ooocooooc; 
ccoojo; cooo©gcs[a}©cojGon coc;coco o esoocgcogcsooo;[^c cpg[©6ooocs©|> 
(gcsi IP address ©jos^^ccB^scoyscoos^Ic^csi ©cogoecoo Physical media ©jos 
cosolc^csi Network Traffic cB^ssjpfgcsi oo^^SssoscosoIcco^c performance 
goojossos s|s^6©[gcsi co;co^ o Network [^©©©[^csojo; 6 soocgooIccojG 5 ii 
Son IP address coco o oc subnet mask copo 4 octets address oc^oco^n 
Octets ©jo;co0$ Network &c host/node oo6©o(ylcco05ii default subnet mask 
©jo;©o 6 ooo cool go coos (^©cogSn Off bits ©josoo host address ©jos^oco^ii 


Class 

IP Address 

Default SubNet mask 

Subnet Mask Bit Pattern 

A 

N . n . n . n 

255 . 0 . 0 . 0 

11111111 00000000 

00000000 00000000 

B 

N . N . n . n 

255 . 255 . 0 . 0 

11111111 11111111 

00000000 00000000 

C 

N . N . N . n 

255 . 255 . 255 . 0 

11111111 11111111 

11111111 00000000 


Son IP block coos© subnet ©faosooolco host address bits goos network address 
bits coc cosooscoo subnetwork 6oT©co05sj) coosolcsco^^cs^ocogSii 
coo^^SsGoosfajc network address &c host address ©(goscooscojoSe^sp© poocooo 
oS o bits cooGolcs^csjyc network ©joscoscoo©^[^©co^ii oS^ecoo host ooes| 

GO CO 00 ©CO|OOOJCOOS©^^©CO^II 

Sjm ©^co^go©|^coc default subnet ©josoo Gocosojyp subnet mask co^Ss 
e[yocsco^9ocos^s|co^oo Class C sococooo6©o(yo]©j9$ii ©ococ Internet © 
qualify [cjjocojoS network address cooscooljp; ©ooo subnet 6cos© oSsjcco^S 
socojc subnet mask go 6(yocscoooa5;(y[S|oloo0Sii gooo- 192.168.0.X so6coo IP 
block coosoo ©©go cooo 6os©co|c 255.255.255.0 coecoo default subnet mask 

L L O ° IL 


C0©9C0gSsCD0§j[< 


©ococ Network address co©©ooo<|©jG 5 (^©cojG$ii 


255 255 255 0 

11111111 . 11111111.11111111.00000000 
N N N n 










Spn node oqocsoo "0" ©josoo Network o©pc;[cjj©6©spi coo6soocco|c network 
«jo; pcooocooojcS [^©cogSii gooo- node oqocs© 2-bit aoo3oo©jD$s8s|C co©c 
network oopcsoo "0"-bit s^sp© 2-bit ^coo©p$[^©co£5ii coecoo node 
oqocscoc©co 8-bit qessp© 2-bit cooScocopSoQcoco 6-bit coocoisecooopS 

S C c 

©CO go II 

11111111 . 11111111 . 11111111.110000 
N N N n 


Spn node ooocscoc 00, 01, 10, 11 soecoo address (p)© 

ecTcooocoooj^^ocojoSii § network (p)©o©cooo node o©ocs©o 00000000 co6^> 
111111 co 6(yocscocoos©jo5 (^©copSii 36^>spcoc node oopcscojcS "0" 6co©jjo5; 
(y©sj)©spooSi "1" 6co©j^;co^;^©^©S|Soecoo theory go 6 © coos s}) ©spoil 
Theory go© 2 -64 osicocooocooo node ooocscoc 1 to 62 coocoscoqoco 

1 L jLUXo lo ll°Ll_L 

(^©copoii Subnet mask copS 255.255.255.192 o8p(yocscoos©p5(y©cojo5ii 


Network Number 

Router Address 

Broadcast Address 

00 -- x.y.z.O 

x.y.z.l 

x.y.z.63 

01 - x.y.z.64 

x.y.z.65 

x.y.z.127 

10 - x.y.z.128 

x.y.z.129 

x.y.z.191 

11 - x.y.z.192 

x.y.z.193 

x.y.z.255 


Son Class C network coc subnets © ©soloo subnet mask ©o 255.255. 255.224 

J O L O J 

(<^©(cjs subnet address ©jo;© 060 oocoo 1 gococs^©co^ii 


Network Number 

Router Address 

Broadcast Address 

000 - x.y.z.O 

x.y.z.l 

x.y.z.31 

001 - x.y.z.32 

x.y.z.33 

x.y.z.63 

010 - x.y.z.64 

x.y.z.65 

x.y.z.95 

Oil - x.y.z.96 

x.y.z.97 

x.y.z.127 

100 - x.y.z.128 

x.y.z.129 

x.y.z.159 

















101 - x.y.z.160 

x.y.z.161 

x.y.z.191 

110 - x.y.z.192 

x.y.z.193 

x.y.z..223 

111 - x.y.z.224 

x.y.z.225 

x.y.z.255 


Classless Internetwork Domain Routing(CIDR) 

GGn InterNIC « cocooco coos ecoo Class A i B i C <^l address (ycstooge; ojt^co 
" Slash x " (ujcGooftjGcoo method go CIDR (cider) coGsTolcopSn X co^S network 
address bits coeuo^csjyoco^n 


InterNIC Network type 
(CIDR) 

Subnet Mask 

Approximate 

Number of 

IP Address 

Slash 8 

255.0.0.0 

16,000,000 

Slash 12 

255.240.0.0 

1 ,000,000 

Slash 16 

255.255.0.0 

65,536 

Slash 20 

255.255.240.0 

4,096 

Slash 21 

255.255.248.0 

2,048 

Slash 22 

255.255.252.0 

1,024 

Slash 23 

255.255.254.0 

512 

Slash 24 

255.255.255.0 

256 

Slash 25 

255.255.255.128 

128 

Slash 26 

255.255.255.192 

64 

Slash 27 

255.255.255.224 

32 

Slash 28 

255.255.255.240 

16 

Slash 29 

255.255.255.248 

8 

Slash 30 

255.255.255.254 

4 


Anding Method 

G^n 192.168.0.5 cogcoo address cogSojoScojoS network coc 

oIocco^go^csgo oSoScojc network address bits sc subnet mask bits 

ochchcoooc c 

6OlCS0CS[^CCO^&C6OCO0OII 


























192 . 168 . 0 . 5 

11000000 . 10101000 . 00000000.00000101 
255 . 255 . 255 . 192 

11111111 . 11111111 . 11111111.11000000 

11000000 . 10101000 . 00000000.00000000 
cog [ape 192.168.0.0 (00) network cococ spDjoSoo ooIc 6 ocojoSn 

TCP/IP and the OSI Model 

Son oo^ojpoD&c oo^ojpoo socococogcoc OSI Model coc layer (gjsjyc o(p>s 
socococojp TCP/IP cojoo layer (^)gcoo Q^cpsJt^cojoSn 


OSI TCP/IP 


Application Layer - 7 

Application Layer - 5 

Presentation Layer - 6 

Session Layer - 5 

Transport Layer -4 

Transport Layer -4 

Internet Layer - 3 

Network Layer - 3 

Network Layer - 2 

Data Link Layer - 2 

Physical Layer - 1 

Physical Layer - 1 


Ggn OSI Model coc higher layer G 6 cocooco]c Application layer g data base i 
e-mail i terminal-emulation programs Gjosolocolcojooii Presentation layer coc 
data gjosco formatted i presented i converted sc encoded Gjosjypooolcogoii 
Session layer coc socococog sc (yJycco^scoGsgcsGjosco 6 olcs©ogosc; 
6 osolcog 5 ii Performing security i logging sc administrative functions gjosooooo 
olcojoon Transport layer cojoS message gjoso©oSco8coco6 ^>6 coo protocols gjos^i 
oqgosoococsgjosco ooGsosGosolco^ii Network layer cojoo data-routing protocol 
Gjosoocoeo cococsoogjcooococogjosooos cocosocsp destination node oS o g^co^ 















©06spo8§|6S|S6soocs|G06oscogSn Data Link layer cog$ node coos© co©go8 o 
data ©joscssocs© sc ooo^c^co data blocks op; g^co^g©gs|S GsoocgooGos 
cxDgSn Physical layer cop$ sooocoo$6S|Ss8csp ©o 5 gocso©^sgjo?[^©gcoo 
transmission medium sc Interface hardware opso© 6©o(y[^cs[cjj©cogSii 
2011 TCP/IP S layer (3)0000 oof^csos layer ©ocojoSs Application Layer oc^® 
(ys FTP i Telnet ©gcoo oqcosgjggjosco 9o(y^9Qop6soocgGo©6oso1cogSii 
Transport layer coc 8 cocogsgcoo data packet ©psoococsco TCP sc 
oq^osgcoo protocol ©psoo Golcsco^[gcs 6 soocgooo 1 co^ii Internet layer coc 
packet gjcsoqcccso8 o IP information 6olcsco^[^cs6soocgooolco^ii Network 
Interface layer cog$ Physical layer sc interface coo 6 o;o 1 cojoSii Physical layer 
cojoS sooococoGS|Ss8csp ©o8©ocso©joSs©p[^©6coo transmission medium sc 
Interface hardware ©poo S|j^0o^s(gc;oc((j)©cojoSii 

Configuring TCP/IP on Windows Work Groups 

20 ii co^ojipooGjosi osjCcooGjosoo Network ©jcosocojcp Data ©pooos gjgocos© 
(Sharing) gsooc gooses^. Network Setup 6soocgco[cjs© TCP/IP ooos Installation 
(gpoogcojoSn coc?o8 o GsoocgcoIcs|| Operating System co Windows oo©t|s«|s 
&c NIC card coosoc^s^SgopSn Windows 98 Client / Windows NT Workstation 
Client i Windows XP Client ©pcoc Network Setup Gsoocgcospg oo^pSscco 
cojcpjgos^osolcojoSii Windows XP Client ooos goqocooIoqsocgjos^c 

COg$6SOOCOSpO0$ - 

Start ■=> Control Panel ■=> Network and Internet connection ■=> Network 
connection OQOSOQGOCOQoSoOCOOSgOgSll C0CSG^>000- 

Network connection dialog box S Network Tasks(Left pane) cocg Set up a 
home or small office ooos Click ooo(ys Network setup wizard o8 o ocg©pSn 



cocse^oco Next button oqos click coojys 6^>ococoosoccooss|G^n 



NIC card i modem i printers i oo[gosecooco^oj[coo«josac coosoc 
(^©oloo Next button o©os click coo(cjs e^>ococo©soccooss|G^n 


Network Setup Wizard 


Before you continue... 



Before you continue, review the Ch e ckl is t for creating a network 
Then, complete the following steps: 

* Install the network cards, modems, and cables. 

* T urn on all computers, printers, and external modems. 

* Connect to the internet. 

When you click Next, the wizard will search for a shared Internet connection on your network. 


[ < Back |[ Next > J [ Cancel ] 
























Next button 


ooo: 


click 


o o c c 

©osooococo 

o 



coo 

L 


G SOCO COOSOCcS COOGCOOSQGpSlI 

T O |_0 old 


eepjoSJys 



cocse^oco oo^ojpcot^l description &c 
sjcosocoolco ooyjoo &c ooocooocoosojosooo; 
(ci)©S|ygSii ocogos|son 


name ojosso; 
co^ojpoo co©o5;©cocoo;co^ o 


S|COjoSn Network 


Network Setup Wizard 


Give this computer a description and name. 



Computer description: T oeAung 

Examples: Family Room Computer or Monica's Computer 
Computer name: T 0 EAU N G 

Examples: FAMILY or MONICA 
The current computer name is TOEAUNG. 


Learn more about computer names and descriptions . 


J < Back ]| Next> | J Cancel | 



























orjjoQsoccoc Workgroup S oq«^6o?S|Co^ii Default name cojD$ MSHOME 



Network Setup Wizard 


Name your network. 



Name your network by specifying a workgroup name below. All computers on your network 
should have the same workgroup name. 


Workgroup name: SHSMSN 

Examples: HOME or OFFICE 


[ < Back |[ Next > J [ Cancel ] 


«« 6 soocgoo 36 coo Network setting o©o; [cj^coj0$©©6soslc[ys 

§ c coo , . o c cpc n , o c c c 

csoccuoloo back oocjcsi 9Qcc>jo5[a)©oloo next apcjc;Ggssjcos|©0oii 


Network Setup Wizard 


Ready to apply network settings... 


The wizard will apply the following settings. This process may take a few minutes to complete 
and cannot be interrupted. 

Settings: 


Internet connection settings: 

Connecting through another device or computer. 


A 

Network settings: 

Computer description: T oeAung 

Computer name: T 0 EAU N G 

Workgroup name: MSHOME 


V 

To apply these settings, click Next. 



| < Back 

II Next> 

| Cancel 
























Network setting ops 6soocgooe^>[gcs[g©[ys o©£j^9©^jo5sco$6©ocsocs 
gcogon 



co^ooo Network 

C Cf© pc CO c 

6SOOCgCO[C)S(g©COjC CO^OCOCO 

©JOSOOCOOCOs(g[g^ ©COOOOCOjC 

900S click C©Og©g$ll 


Setup Disk esoocqcococoic oo ©coco 

r oL L >aJ L 0 l 

CD ooosoocos^cojc oSjycoco oo[gosoo^oj[coo 
©cojooojos© coo©ocojD5oo6gs©jo$(gs Next button 













Network Setup Disk 6soocgoocoosoloo oq^osco^oj^coococ CjC? disk 


CO CO CO CS 
d. o 


netsetup 6soocgooIccojD$n 



2JH coc;oocojssoocs|co(yso1co Workgroup oqcoc; Shared 6o;coo;6coo files i 
folder i printers opsooos cos ©s}) space oo o oo«6oscoos6coo sharing files &c 
folder ojosooos oo^oscoojoso oc6spcocos©^spj^(y©cojaSii Network oococs<| 

OQ^OSCO^OJpOOOjOSOQOS OCGSpCOCOSOOOolcO Start O My Network Places COC 

Gco^csp^jujocojcSii cocse^oco TCP/IP ooos install (ypoospojoou 


















TCP/IP Properties 


2911 Internet protocol oocosjc^s Network 000 ; co^Sssoococojc eooooool 
30 SO cop 33 C 0 CS 6SOOCgOOSpOjoS- 

Start ■=> Control Panel ■=> Network and Internet connection ■=> Network 
connection 330233 SO C 33 CO 00 COOS SjGgO II COCSS^OCO- 

Network connection dialog box coc<| Local Area Connection 30 oses|Ssjco(ps 

o o OO Oo oo 

Right Click &ooloo Pop-Up menucocsj Properties cooo 6 S|Ssjcos|Gj 30 ii 



Conoco General Tab coc oos|oosooocoosecoo NIC 30Gj|S33©os30os 
ecofocofgs 3osooo3ococo3ococs cosococopo Client i Files &c Printers Sharing 

o°LJ ID o o l o l l_E j ° 3 

OJOS 330 S GgsajoSsjOjoSn Internet Protocol (TCP/IP) 300s Select cpo(ps properties 
330S click COOS|Gg5ll 






















































Use the following IP address option goo; check coo(g; network coc 
cocoococoos 6 coo IP address i Subnet mask &c Gateway c6;©ooo;olco Default 
Gateway op; goo; co go co oxygon DNS server co;©coo;olco Use the following 
DNS server address option coos check coojg; Preferred DNS server address 
cogococss|yg5n DNS server goo; §©yco;©coo;olco Alternate DNS server address 

on c c c 

co o I co go co c; S|© go 11 



2911 Advanced Button goo; click coo(g; IP setting Tab coc IP 1 Subnet mask 1 
Gateway setting ©jo;goo; cooycogococ;(gc;i (gcsoc[gc; 1 u>cosp;(gc;y|o; 
GsoocgoolcolcogSn DNS 1 WINS 1 Option Tab ©jo;coccog5; coeosoccogoyjo; 
goo; cooycogococ;(gc;i (gcsoc[gc;i ooSsp;(gc;ieg;yjoS(gc;yjo;ooo; 6soocgoo 

oc n c 00 pc c coc cpcr© o c oo coc 

scolcogon yyGoe^> 0 C 6 soocgco&cccooGosoc[c^©[g; go 6 co;©co cosp>o;cogo&c 
TCP/IP Fundamentals co6cocoogyg5(cjj©cog5ii 

TCP/IP Utility 

ggn IP ojo;co go co;|cj[sjco soccers coo co^cococo©yoococ;<| TCP/IP yp;<^l 
connectivity co ©y;coos^>oococo utilities yp;©ogcogooo^>oo ooco;©jo;(g; 

O OOO o o OO 

coco6coscoocococ goco;oc6coo utility commands op;y gosii &c 

O* I O L ' 0 J klL° J 0 

goco;^ocogoo; eGoocococ G<j>o(gcoo;olcogSii 98; commands yjo;cog$ Windows 
































OS Platform oocos(cj[6coo Wondows workstation gjoscoc built in oIocgooo 
function Gjos^ccopSn 

• ARP 

• netstat 

• nbstat 

• FTP 

• Ping 

• ipconfig/winipcfg 

• tracert 

• Telnet 

The ipconfig Utility 

26 h ipconfig Utility S oqgco function go gg NIC <^l address &c Default 
Gateway, WINS ©copococo ggo^csoc [^©copon 

C:\>ipconfig 

Windows IP Configuration 

Ethernet adapter Local Area Connection: 

Connection-specific DNS Suffix 

IP Address. 

Subnet Mask . 

Default Gateway . 

22" ipconfig coccugos switch Gjos§|ys cjcscoco ipconfig /? command 

O C I ' c o c c p c c 

cosej) [cgpos^&cGpo [ajocopon 

USAGE: 

ipconfig [/? | /all | /renew [adapter] | /release 

[adapter] |/flushdns | /displaydns | 
/registerdns I/showclassid adapter | 
/setclassid adapter [classid] ] 

The Ping Utility 

2©H ping utility copo TCP/IP <^l oqgco oog[^goo[^s6s command line utility 
co©g QccogSii ping co destination &c host oojops oo^oocu^ sooocooSg 


192 . 168 . 0.6 

255 . 255 . 255.0 







§p<| ®©6sosspcocc6scojoSii cjcs command line &\ syntax go gooocooIoococs 

rc c 

[O)©CO0DII 


2011 ping <hostname or IP address> ping 000$ ICMP protocol CO 

oocos[cjpojoSii ggco ©cocoocosooos ping sj) request cuoGjoS soolco ICMP 
protocol co response [y^oojoo 6o;GjO$ (y©cojo5ii 

0OGO- 

C:\>ping 192.168.0.5 


Pinging 192.168.0.5 with 32 bytes of data: 

Reply from 192.168.0.5: bytes=32 time<lms TTL=128 
Reply from 192.168.0.5: bytes=32 time<lms TTL=128 
Reply from 192.168.0.5: bytes=32 time<lms TTL=128 
Reply from 192.168.0.5: bytes=32 time<lms TTL=128 


Ping statistics for 192.168.0.5: 

Packets: Sent = 4, Received = 4 , Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum = 0ms, Average = 0ms 

O O O C o C 

©on oococococ 192.168.0.5 gogcoo destination ©coco ping spcoc IP 
connection §p^>6(apcs reply [y^coocogSoo gco o ^S|G^ ^©co^ii ping command 
coccugSs oo[^os utility gjoscooS switch Gjosspogoii co switch gjosc^i oocos^oco 

oooq , . c cnoco coci—« c g oooc c 

coepoolco command prompt coc gooocooIoococs S|CO§o|cgjODol cos|&cg0o 

rc c 
[yOCOjODII 


ping 


ooocococn cn oc ... ° p . , ... o 

©on cocoqco&ocucoolco gooocooIoococs switch oocosqio description co 

L L° Li J L L L LJL L r L 


rc 


o c 


0C6CO o &CCO0D 




Usage: ping [-t][-a][-n count][-1 size][-f][-i TTL][-v TOS][-r 
count] [ — s count] [ [-j host-list] | [-k host-list]] [-w 
timeout] target_name 


Options: 


-t 


-a 

-n 

-1 

-f 

-i 

-v 

-r 

-s 

-j 

-k 

-w 


Ping the specified host until stopped.To see 
statistics and continue - type Control-Break; 
type Control-C. 

Resolve addresses to hostnames, 
count Number of echo requests to send, 

size Send buffer size. 

Set Don't Fragment flag in packet. 

TTL Time To Live. 

TOS Type Of Service. 

count Record route for count hops. 

count Timestamp for count hops. 

host-list Loose source route along host-list. 

host-list Strict source route along host-list. 

timeout Timeout in milliseconds to wait for each 


reply. 

<djii ping cuospcoc oocoscocog^GjoS go destination host S address 
G^spcoc 127 . 0 . 0.1 go ping GjoSsoolco cjcscogo local loop back gocogc 
GGOCOGO lyfg) ping gCS&C OQCOCOOCgOCOgOII COG [ego C GG©GOS| NIC 
6000CSIG6000CS ©OGSOSSpCOC COSCOgOII 

Using netstat 

©^)ii netstat copS TCP/IP connection go ®©Gsos(oijjD$S|Spcoc 
oocu^oocosocgcoo command line utility co©Gg©cog5u oo coco 6 (ope so 6 coo 
netstat copo IP connection go check coospcoc inbound &c outbound 
&©giis©oosg ggogo&c gioosogogsgcoo IP connection giosco 

J kJL L J J ° kl T kl L 

(cggos^I cgcoog^oc gSco^n cooogc netstat S oooscooGjoocooGGO data 
packet oo<^l sent and received status cooljrcjjoos^lcgs loss data packet S 
OGOC80&C error gjoscooI 6©og6o;coosco05n 

<D<y II netstat utility GO GgOCOgO option G GoloCG netstat GJjOOS coco coco 
^cocoes oocosgpgo soolco ggogo&c connection active g©6^>6coo cuoGspoo 



Gjcosoco 6 ^>cojo 5 ©cogjosc^i port sc IP address gjosco 6 co o [tjcIcGgS (§®@ s 

c n oc rcoc cpc c 

69QOOOOl9QCOCS 6CO o 0C&CG£O(«)©COgdll 

Active Connections 


Proto 

Local Address 

Foreign Address 

State 

TCP 

bigideaice:1035 

203.81.65.23:5226 

ESTABLISHED 

TCP 

bigideaice:522 6 

203.81.65.23:1035 

ESTABLISHED 

TCP 

bigideaice:1028 

203.81.65.27:80 

ESTABLISHED 

TCP 

bigideaice:1029 

203.81.65.23:80 

ESTABLISHED 


©*)ii netstat co GgScogo option g goIoco Command Prompt coc ^cocoes 
oScogcoooqgIcoc oqcocooIoqcocs [gcgco Iclqs Proto Column list coc gicosoco 
go cos 6 coo Protocol type co 6©o[ycooso1cojo5ii co^joosco Local Address 

column cogo ggocosii IP address &c cooGspcosjcosocoGGCoo Port number co 
6©o[ycooscog5ii Foreign Address coc cooGspcosjcosoco gocos^gcoo ©oogjos<^i 
address sc gosjcosocogs^ access 6os6coo port coco G©o(ycooso1cojoSii State 
column copS connection co©G©ol status co 6©o[ycojo5ii 

©Sn netstat utility <^l out put co Cjcs utility coc gIocgcoo Option/Switch 


GJOSCO coco: 

§ c c 
©CO 2© II 


g^ocsco cg^s^Icco^n cjcs switch ops go ggoocooIgococs 


-a 

-e 

-r 

-s 

-n 


• “P 

©2ii go co cool switch gjosco oocosjt^spcoc netstat command co command 
prompt coc spococs(ys space co©g[^oscoo gggocos^cogcoo switch co 

o c c c 
§|OT)COCS€|0gJII 




goco- 


netstat -a 


The -a Switch 

mmii -a switch co oocosgpcjc nestat command cogS TCP/IP connection 

c o o O O 

coos cos &c UDP(user Datagram Protocol) connection oooscusoo 6©o[gcogon 
gooo- 

C:\>netstat -a 


Active Connections 


Proto 

TCP 

TCP 

TCP 

TCP 

UDP 

UDP 

UDP 

UDP 

UDP 

UDP 

UDP 


Local Address 
bigideaice:epmap 
bigideaice:microsoft-ds 
bigideaice:1025 
bigideaice:1035 
bigideaice:epmap 
bigideaice:microsoft-ds 
bigideaice:isakmp 
bigideaice:1027 
bigideaice:1029 
bigideaice:ntp 
bigideaice:1900 


Foreign Address 
0 . 0 . 0 . 0:0 
0 . 0 . 0 . 0:0 
0 . 0 . 0 . 0:0 
0 . 0 . 0 . 0:0 


* . * 


State 

LISTENING 

LISTENING 

LISTENING 

LISTENING 


mgn UDP Gjoscogo Windows Workstation gjosoqcocs NetBIOS name gjosco 
broadcasting cuospoocooo oocosg[6^gcsg©cogSn broadcast cuocogoeo 
6 goIcs|gcsGO Foreign Address (or) Destination address S list coc *.* 
g©6^6cooG(apc g©cog$n *.* socoggGO any address, any port co sooocogoii 
CO^gJSOQOsgc S0S|6C00 ocgs OQOS CO 06^6 COO port GJOS g©COgSll CjCS port 
GJOSCO OQCOsg[ G CO COOS GO 06 COO GO 6 SO CO GO CO CO GJOS gc GGOCOCO 

3oo6oslccog5n c8gS UDP cogo connection coco gcocog oriented protocol coo 
gocogoii coGgpc connection stat coc coog 6©ogcoosgcs cspon 



The -e Switch 

0on -e switch cogS gg©go<^i NIC g data packet GggGj transmit cuofgsi GggGj 
received cuo6^>cog5co ^^s^lccocooS error gjosi packets summary gjosco 

o o c c 
CO&CCOggll 

gOGO- 

C:\>netstat -e 
Interface Statistics 



Received 

Sent 

Bytes 

25390 

25390 

Unicast packets 

118 

118 

Non-unicast packets 

0 

0 

Discards 

0 

0 

Errors 

0 

0 


Unknown protocols 0 


The -r Switch 

0oii cjcs switch cogg Workstation oococ route cuog^gcoo routing table co 
6oo[g6oslccog$ii oococoej) gg computer cogo NIC coogcocog 
oqcos^coosgcoo proxy oSgcoco Gateway co©g (u)©6^o1co gcs command cogo 
giosoo ooGosolcopSii c8oo Gcocoo coogs stand alone PC oSgcoco client coco 

kl O L l__ L L° L T L° L L 

(y©GGgS soolco cjcs utility cogo route cugg^gco 6©o[gGg5 gcoco6gii 

gOGO- 

C:\>netstat -r 


The -s Switch 

0 jn -s switch co oocos|g[[gcs(yc gjosoogcoo TCP, UDP, IP, ICMP(Internet 
Control Message Protocol) coc^l status co 6©o(gGg5 [^©cogon gooocococ -s co 

. ppcpc pc oc c , , o o cp o c o c 

9QCOS(g[0C(«)C 0C6CO o &CGgO Output gOGO OOGJ^CO 6GO[C)OOCOOlCOgOII 


C:\>netstat -s 
IPv4 Statistics 



Packets Received = 55 

Received Header Errors = 0 

Received Address Errors = 3 

Datagrams Forwarded = 0 

Unknown Protocols Received = 0 

Received Packets Discarded = 0 

Received Packets Delivered = 55 

Output Requests = 55 

Routing Discards = 0 

Discarded Output Packets = 0 

Output Packet No Route = 0 

Reassembly Required = 0 

Reassembly Successful = 0 

Reassembly Failures = 0 

Datagrams Successfully Fragmented = 0 

Datagrams Failing Fragmentation = 0 

Fragments Created = 0 

ICMPv4 Statistics 

Received Sent 

Messages 0 0 

Errors 0 0 

Destination Unreachable 0 0 

Time Exceeded 0 0 

Parameter Problems 0 0 

Source Quenches 0 0 

Redirects 0 0 

Echos 0 0 

Echo Replies 0 0 

Timestamps 0 0 

Timestamp Replies 0 0 

Address Masks 0 0 

Address Mask Replies 0 0 

TCP Statistics for IPv4 


Active Opens 
Passive Opens 


3 

1 



Failed Connection Attempts = 2 

Reset Connections = 0 

Current Connections = 2 

Segments Received = 51 

Segments Sent = 47 

Segments Retransmitted = 4 


UDP Statistics for IPv4 


Datagrams Received = 4 
No Ports = 0 
Receive Errors = 0 
Datagrams Sent = 4 


The -n Switch 

00 ii -n switch co oo^os switch gjos&c espeao oocosjt^QjoSsooloo Network 
address yjose^spcoc number oog^>[^c Goofyo^S [^©030011 

0OGO- 

c:\>netstat -a -n 


The -p Switch 

0 (^ii -s co netstat co (c005spD05oQG]coc TCP, UDP, ICMP, IP 

©co0$(^c gjosoogcoo oocos^g^>co^ protocol GJOSC^I status CO GOO^G^^© 
CO0OII OQCOCOsj) ICMP COCGCO0OSCOCOO (a^05oScO0Ss8o1cO -p &C Cojy? COSS| 


crc c 
G0d[«)©CO0OII 

rc c 
[«)©CO0OII 


co0$ switch cocgg&c cocoss|Gcoo command line utility 


0OGO- 

C:\>netstat -s -p ICMP 
ICMPv4 Statistics 

Received Sent 

Messages 0 0 

Errors 0 0 

Destination Unreachable 0 0 

Time Exceeded 0 0 

Parameter Problems 0 0 



Source Quenches 0 0 
Redirects 0 0 
Echos 0 0 
Echo Replies 0 0 
Timestamps 0 0 
Timestamp Replies 0 0 
Address Masks 0 0 
Address Mask Replies 0 0 


icmp &c co cose coo elraoc ICMP 

JO O L L_J ° 


g^ii GQCocococ [^C6co o s|coj0$yo -s switch co oooosgcojc protocol yjosgot^l 
status oo (^ceco o S|yjoS [o}©ecoocojo5s -p 
co©yj|scojoSsco coo filter coo| 

co©oj[soj[sco g^sgolcoco ICMP e^spcoc IP coococo TCP oo©oscoc;^oo 

i—' co c c 
g^GOO^N 




o©cocos 


IP ooococo TCP 

L° L 


The tracert Utility 


gSn Tracert Utility cojco TCP/IP trace route (traert) command line utility (cj©(ys 
Internet oo TCP/IP packet ypSoicoccoco escopSi coccocoycococooo trace 
oScogjo5Ic(^cs(^©cojO$ii tracert oo command prompt coc sjcolojcjs space 

DNS 


OS 000 


o o o o 

yycoco 6 coo 

L 


ooococo server co©yy<^l 

L° L. L L. 


name 


o c 

coycoco 

L° L 


IP 


o 

00 

L 


o c c c 
spccocss|yjOdii 


gooo- 

C:\>tracert www.yahoo.com 

Tracing route to wwwlO.yahoo.com (204.74.93.10) 
over a maximum of 30 hops: 

1 110 ms 96 ms 107 ms fgol.corpcomm.net 

2 96 ms 126 ms 95 ms someone.corpcomm.net 

trace complete. 


Using the Address Resolution Protocol (ARP) 

00 ii ARP S ooooo function oo TCP/IP address o Physical address 6 sT 
MAC(media access control) address oo broadcast coosj) 6 (tpc;oo eyogos^cs 

§ ©copon yyco oolcocooococsq server coocos ooococo default Gateway 

L-L l° oT o jL l l° l 1 



co ©gg ogcog IP gjos go frequently access cuo60s6^>cog sogcoo ARP table g 
Address list co ococo[gcs[g©cogii gcs ARP Table coc ogcog IP cog 
G^^g0GO306 access (cjj©G^ooggooggol c8|I8cogu co 6goc ARP Table 
coc Dynamic entry &c Static entry cog] &©Gj|soloc6^>cogii Dynamic Entry cog 
Request cuocuogcoo IP address S MAC address g oog^socog&c cogccogs 
ARP Table coc cogcocscgoosg (ajocogn Static Entry cog Dynamic Entry coco 
coo g sooc gj co cogccoocogs CjCscuoGsoocGjoog ARP utility co oogsgg 
Manually 6soocgoogcogii oocosoggs^oo ARP Utility cog Server base Network 
COCCOO GOCOJpOCGg [gOCogll 

0©n ARP co ©oocg|oocooo Command Prompt coc arp cogcoo command g 
goococsgolGgii gg sgcocsgooolco ARP utility switch gjos&c oogsgo 
descriptions gjos 6oTcooGg (gocogn ARP Command cog Stan alone Computer 
GIOSOOC GOCOSGfqilcCOOOOO Client GlOSOOCCogs COOOGQOOOG GS1CO6OII DHCP 

kl O L UL L o L° kl o l_. L JL jL J 

server oogjGcoo server coc gcs tool (g<5 Local ARP Table g ggg TCP/IP 
address &c &c MAC Address Gjosg googg duplicate G^©G©g^ resolved 
coo6ogccogn ARP Command <^l oogsgccoo Switch 


GJOSCO 


GOOOOOOOC 

o 


GGO[gCOOS Cog II 


Displays and modifies the IP-to-Physical address translation 
tables used by 

address resolution protocol (ARP). 


ARP -s inet_addr eth_addr [if_addr] 

ARP -d inet_addr [if_addr] 

ARP -a [inet_addr] [-N if_addr] 

-a Displays current ARP entries by 

interrogating the current protocol data. 
If inet_addr is specified, the IP and 
Physical addresses for only the specified 
computer are displayed. If more than one 



network interface uses ARP, entries for 
each ARP table are displayed. 

-g Same as -a. 

inet_addr Specifies an internet address. 

-N if_addr Displays the ARP entries for the network 

interface specified by if_addr. 

-d Deletes the host specified by inet_addr. 

inet_addr may be wildcarded with * to 
delete all hosts. 

-s Adds the host and associates the Internet 

address inet_addr with the Physical address 
eth_addr. The Physical address is given as 
6 hexadecimal bytes separated by hyphens. 
The entry is permanent. 
eth_addr Specifies a physical address. 

if_addr If present, this specifies the Internet 

address of the interface whose address 
translation table should be modified. If 
not present, the first applicable interface 
will be used. 

Example: 

> arp -s 157.55.85.212 00-aa-00-62-c6-09 .... Adds a 

static entry. 

> arp -a .... Displays the arp table. 

o . 

Networking ©ogoocgo Windows Platform goTcoc oqg[^ggs|Scoos 
coos^c;[y©[y! Network Operator cocgsoQcoco Network Operation sc 
Troubleshooting Gsoocgrolcs^oGcoco^oolcojoSii oq^osgcoo Platforms gjos 
GQCooocogSs oqg^gcojco^c Network Operator co©gsoQ6^c g^©gg^>oS§|Coo? 
S|GjX> GQG^ocsoQspoQGjcooQcucoGjo?^©^ System Administrator / Network 
Administrator GG|CogS Network gjosco cooo^cos|Cooqg^>^c oo]gsoojc©ooS§| 

^>OSCO0$6©S|^OQCOOO S|j^S|0$6S|SCOOs[^Cs[y©o1cO^II 
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